CDC Secure Data Network User
Enrollment Guide (Internet
Explorer)

Overview

This document provides an overview of the enroliment process of the CDC
Secure Data Network (SDN) using Microsoft® Internet Explorer. Specific
instructions for completing enroliment in the Hospital Smallpox Vaccine
Monitoring System (HSVMS) are shown in large text throughout the
document.

Access Enrollment Site

To begin the enrollment process, you must first access the SDN enrollment
website.

You must access the SDN enrollment website and complete the enrollment
process from the same computer and browser you will be using to access SDN.

The website can be reached by accessing the following uniform resource locator
(URL):

https://ca.cdc.gov

Upon accessing this site, a page similar to the one below will appear. To
continue, you must enter the general registration password that should have
been provided by your program administrator. Please note that this password
cannot be provided in this document for security purposes, nor can CDC SDN
Support provide it. After you enter the registration password, click on the Accept
button to continue.

vesisign Password Check for
(ONSITE CDC Digital ID Services

Flease enter the passarord for G0 Dupral 1D Sennces and chick she Aoce bulton

Password; ||

[ Aecept
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Review Enrollment Information

After authentication, you will be presented with a general information page
providing an overview of digital certificates and system requirements. After you
review the enrollment information, proceed to the first enrollment step by clicking
the Enroll button.

Welcome to the CDC Secure Data Network client registration site

T itmediately envoll far a CD0C Seeure Data Meraeds digral D, click here: B0l

Ab his ale yous may regster 1o becemne a clent of the GO Secure Data Metwedde (SDIT). Begstenng 1o became a clis ivolees twe separale bl
related achnhes

« obtaring permussion to us= ooe or more senstres CDC informabion systems;
» obtaming and nstalkng a CLC digtal cerdicate

Toucan be pranted pesmizsion bo access a sensitive CDC system onby by an gthenzed represectative of that system. The registrasion mfarmation 7ou
enter @ v apphbcaon pages will he formrarded bo the appropeiate srstem repressntative for approwal. Chtatning the CDC digtal ceificate =
ceatingent o this apgroval The expected that, i yon hive arrieed this far, wou alreads have geme understanding with the CDC program'’s
representatee ad your request or acosss 1 Weely to Do appreved, I thiz 45 ot the case, 7o shead sieg e and cogfact the CDC progeaen's
repretentate first to ckacuee oblaning access

About digital certificates

A dgital cerfificabs, o "dgital I, i5 & date object wsed to wenfy the idersiny of the persen of sysiem poiseistg &

-

Cinee pan bawe chtained permisson Bom @ gpstem representatioe 1o accos? & senstie OO spatern, & diggtal I wil be gerserared fo v by separa
enhfy cabed a cenificate autheeity (CA) When vou have been notified ty the A that wour dighal ID is ready, yea will have ta ga to a specilied Web
b o peeende . Yeu wall then xetall e '.'L'l‘.iﬂl.'nll.'. 0 di,gi‘!a] I'..:I:I Wokr Trowises

Therealfer, when you wish to access a spstem wathin the CDC SO usng your browssr, your browser wall present your digtal ID to the ST and the
ST wall venby your adentty wath the CA . You wall then be gramted permosaon to enter the CD0C SDH sy=tem

Tou may not share your dgtal carefizate wath any other persan. CL0Z Internat secenty pokey requires that each dygeal 10 be held by and ozed by one
and only coe person

Enter Personal Information

The top part of the page contains an option for a non-Java version of the
application as well as important information about your browser. Click on “Non-
Java Page”.

To enroll for a digital certificate, your version of Internet Explorer must be 4.x or
higher.

Below the information area is a form that must be completed to continue the
enrollment process. The form is used to create your digital certificate and should
be completed with as much information as possible (all optional information is
identified by red italics). The HSVMS program administrator at CDC will use this
information to verify your identity.

IMPORTANT: If your facility is a hospital, enter your unique facility ID (e.g.,
CMS Provider #, VA Station Code) into the “Program or Division” box. We
cannot process your request for a digital certificate without this number.
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Step 1: Enter Personal Information
Flease enter this informatien about yoursell Items m red falics are ophional

Prefix Preferred Name |
First Name | Middle Name |
Last Name | Degree
Email Address | COC User i |
[Wwinare apodicabiz)
Employer | Frogram or |
Division
Employer Type [F\EﬂdEl‘l‘liE,-’RE seanch Organization j
Joh Type |Bil:|.'T|E“I:|iEE| Feszarch j
Phone | Fax |
Work Address =] LS. State [Pick a State |
{130 chamacters (required for US)
maximum) =] LS, County
~ 2
City | Zip Code
Country |United States =l

Alternate Contact:

Name | Phone |

Select Program

The list box below the personal information form allows you to choose the
program for which you are requesting access. To select the program, simply
highlight the appropriate entry in the list box. Select Smallpox Vaccination
Program from the list presented.
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/3 OnSite Subscriber Enroll - Microsoft Intemet Explorer

Fie Edt “ew Favortes Took Help ‘ﬁ

GBack + % - (] A& | DSearch (i Favortes £ Media ®| B 5 H-E
Address Iﬂ https: #ca cdc.gov/servlet/E rrallSerdet Ll fPGo Lirks
Gorgle - j B Search Wb G Search e | Fagehank ¥ Pt o - [yln’ = it

H

Step 2: Select A Program

elect the program whose activities you want to join,

SOMB |
SONTEST REPORTS

secure Data Netwark

smallpox Yaccination Program

TE MNofification System

TEST

WVACMAN

VISION

Vital Statistics Cooperative Frogram
WY Surveillance

e

Mt

Chick button for a non-Tava version of this page: Non-Java Page

Questions? See the on-line registration documentation
Or you may contact S0 support by emal, o by phone at B00-532-992%,

&) Done |_|_|_é_i@ Intemet
iﬂﬁlalll ‘ :ﬂ g @ .ﬂ’ ﬁ] %ﬁ @ @ “W sdnscreen...l @HnanELF‘...l ’W

Upon initial enroliment, you may select only one program from the available list. If
you require access to more than one program, select the program identified by
your program administrator. After obtaining your digital certificate, you will be
able to request additional programs and activities via SDN (it is not necessary to
apply for more than one digital certificate).

After completing the personal information form and selecting the program to
which you are applying, click the "Next" button to continue. A confirmation dialog
box will appear to verify the E-mail address provided on the personal information
form.
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Microsoft Internet Explorer | : 5'

o Your emal address must be correck ko receive your Digital 10.
\'4.) Is this vour carrect email address?
o @odc.goy

Cancel

It is important that the Email address you provide is accurate and used in
conjunction with the performance of your duties (i.e., not a personal account).
The information required to complete the installation of your digital certificate will

be sent to the address provided.

After confirming your Email address, click the OK button to continue.

/3 OnSite Subscriber Enroll - Microsoft Intemet Explorer

Fie Edt “ew Favortes Took Help ‘ﬁ

Gk + 2+ () 1 4 | DSearch (i Favortes £ Media ®| B 5 H-E
Address éj https: #ca cdc.gov/servlet/E rrallSerdet j fPGo Lirks
Gorgle - j B Search Wb G Search e | Fagehank ¥ Pt o - [yln’ = it

B

~ Digital ID Enrollment for
vaisiim ) Centers for Disease
(ON3ITE - Control and Prevention
OPS/IRMO

Step 3: Select Smallpox Vaccination Program Activities

Select one or more activities from the list.

iation l'-.-'il:l nitoring (HSYMS)

semi-Weekly Progress Repoarting
Yaccine Administration Support (PYS)

=

&) Done |_|_|_é_|ﬂ Intemet
iﬂﬁlalll J :gj g @ .n’ [‘& %ﬁ @ @ HIW sdnscreen...l @HnanELF‘...l ’M
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Specify County

This is an optional step. You may highlight the county for your work address or
skip to Step 4.

Select Smallpos Vaccination Program Activities

Click on Hospital Smallpox Vaccination Monitoring (HSVMS)

Choose a Challenge Phrase

Below the list of activities is a general overview of the challenge phrase that is
required for use and management of your digital certificate. You must select a
challenge phrase based on the guidelines presented and enter it twice (once in
the “Challenge Phrase” field and once in the “Confirm” field). After you enter your
challenge phrase in both fields, click the "Next" button to continue. Choose a
challenge phrase that you can remember as you will need it every time you
want to access HSVMS.
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Step 4: Choose a Challenge Phrase

The challenge phrase i a password or phrage that you will need to provde every time you access
the CDiC Secure Data Metwark, and i needed to revole your Digital ID at Vensgn For secorty
reasons, a challenge phrase muast;

o Be at least sight characters long.

» Contam ondy Englich lstters, numbers, spaces, or any of these characters
hyphen « plug = colon @ apostrophe * comema |, penod .

Contam at least one nonalphabetc character

Hot contain your name or any part of your emal address

Hot contain more than two consecutve repeatng characters

Centam at beast four umaque characters

Mot be a word, unless the word 15 ether

» Broken up by cne or more nonalphabetic characters
+ Prefived or suffeeed by a total of three or more nonalphabetic characters

" & ® @

Challenge phrases are case-senstive, so be sure to remember whether any |etters are capitalzsd
Whls oot requred, a challenge phrase contanng moted cass letters 5 more secure. We mvie vou
to consder usmg one.

More Informaton and Examples

Challenge Phrase |

Confirm |

et

Select Cryptographic Service

The Cryptographic Service Provider (CSP) is used to generate the digital
certificate and determines the “cipher strength” employed. Because greater
cipher strength is more desirable for transaction security, you should choose the
strongest CSP available. Choose the default selection as displayed.

Select The Cryptographic Service

If you have a Gomesic vermon of Fne beoweer you are ofTered an Enksn sed Crpplo graphse oplicn whdch
prervides 10240 hie key snerypbion. The MME Baze Cryptopraphie prowidsy effars 3120 ey sneryption whaeh
15 adequate for most applicabians lodey, bul you may select the Enhanced oplion of your brawser offers thas
clumoe and you remute e Mgher snceypiion swwength 1T you use & speniahzed mechemmsm such as &
srnarteard plasss gelactthe appropnsis providsr o8 decseted by The manufeburey

:?ﬂw.pht B ider |lu'I||:r|:|5n:n"I Base Cryptographic Prowvider 1.0 :l
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The CSP you choose should be based on the following priority (the available
CSPs may vary):

1. Microsoft Strong Cryptographic Provider

2. Microsoft Enhanced Cryptographic Provider

3. Microsoft Basic Cryptographic Provider

If you are employing “smart card” technology and wish to use it in conjunction
with your digital certificate, you will need to select the CSP based on the
manufacturer’s specifications.

Review and Accept Subscriber Agreement

After choosing your CSP, you are required to review and accept the VeriSign
Subscriber Agreement before your digital certificate can be issued. The VeriSign
Certification Practice Statement (CPS) governs the issuance and use of a digital
certificate from VeriSign.

Dig"Eﬂ ID Subscriber Agreement By applying far, accepting, or using a Digital ID you
are agreeing fo the terms of the YeriSign Subscriber Asreement (“Agreement™). Your organization
requires you to follow this Agresment. By clicking the accept bution helow, you indicate your accepiance of
this Agreement. If you do not agree to the terms of this Azreement, do not comple e this application, click
accept, or use the Digital ID,

When yvou submil s Digitel [D spplication by elckang Accept, vous browser will generate wour public and
private keys, The browset will also prompt wou to set up & password 1o protect your prvate Key and to store
it on a diskette, Your prvate key iz a secret file thet you will use to digitally sign o encrypt e-mail Your
public key will hecome part of your Digital ID—your business associates can use it to verify your digital
signature or to send you encrypied e-mail

Vour prvete key and password are stored on your computer and are not transmitted to the Cerdification
Authonty that creates your Digitel ID. When your Digitel D is ready, you will recerve e-mail that includes
instruclions for retrieving and installing it

If you have completed this enroliment form, click Aecep? Lo subanil this request Lo the A dmend steator.
Accept

For more information regarding the Agreement or CPS, please visit the VeriSign
website at http://www.verisign.com/repository.

After you have reviewed the Agreement and agree to the terms presented, click
the Accept button to continue.

Create an RSA Exchange Key

To begin the process of creating a digital certificate on your computer, you must
generate a key request for submission to the certification authority (CA). Upon
acceptance of the VeriSign Subscriber Agreement, Internet Explorer attempts to
create a placeholder for the digital certificate. This placeholder is used to store
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information about the digital certificate request and allows the user to set a
security level associated with use of the digital certificate.

Creating a new RSA exchange key! EI

An apphcabon i crealing & Frotecied item.

Securty level set to Medium G2 Secvity Level . ]

Cancel l Details... |

As part of the notification dialog box, a security level setting is displayed. An
overview of each security level is as follows:

High — Internet Explorer prompts the user prior to use of the digital certificate and
requires a password to be entered (this password may be different than the
challenge phrase).

Medium — Internet Explorer prompts the user prior to the use of the digital
certificate.

Low — Internet Explorer automatically uses the digital certificate without
prompting the user.

If the current security level setting is “Low” or “Medium”, and if either security
level is acceptable for use of the digital certificate, click the OK button to continue
and proceed to the “Check Email” section of this document.

Although a challenge phrase is required for SDN, the digital certificate itself does
not require authentication for use. The digital certificate is stored on the local
machine and information concerning it is created in the Windows Registry unique
to the user currently logged-on. If multiple individuals use the same computer
and/or local account, or if greater security associated with the digital certificate is
desired, changing the security level may be necessary.

To change the security level to one other than that displayed by the dialog, click

the Set Security Level button. A dialog box will appear presenting the available
security levels.
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Creating a new RSA exchange key! | L ﬂ

Choaose a secunty level appropnate far this tem

" High
Fequest my parmizzion with & pazswond when this
iken iz ko be uzed

= pedium
Begquest my pemszion when this item iz bo be used.

& Low

Automaticall grant permission o use s item
wakhout netification.

To change the security level, click the radio button next to the appropriate
selection; click the "Next >" button to continue. If the security level is set to
“High”, a password dialog box will appear.

Creating a new RSA exchange key! AP il

Creale a password ta pratect this item.

Create a new password for His tkam.

Fazwordfor. |

[example: Tom])
Fazzword: [

Canfirm: |

¢ Back | e | T |

To establish a password for the digital certificate, enter an item name in the
“Password for:” field (e.g., SDN) and a password (with confirmation) in the fields
below.

The local password for protecting the digital certificate is not used by SDN and
therefore cannot be recovered (changed) by SDN personnel. Additionally, the
password constraints used for the SDN challenge phrase do not apply.

If the security level is set to “Medium”, a confirmation dialog box will appear.
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Creakting a new RSA exchange key! | S EI

rou have set your secunty level bo medium.

& dizlog vl prompt for pour permizsion when thes
Hern i o be used

If the security level is correct, click the "Finish" button to continue. If the security
level is not correct, click the "< Back™ button to return to the security level
selection dialog box. After setting the security level, the original notification dialog
box reappears and reflects any security level changes made.

Creating a new RSA exchange key! | LR il

An applicabion is ciealing & Pratected item.

John Doe

Secunty lewel z=t bo High

| bet Secuity Leval

0k | Cancel | Details. |

If the security level settings are correct, click the "OK" button to continue.

Check Email

Once the digital certificate placeholder has been created, a notification to check
your Email account (the one provided during enrollment) will appear.
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Verisionr ) . . .
(/3 NSITE Dlgli'u| ID Services

Check E-mail

Check your inbox at the e-mail address you entered in the enroliment form for
an e-mail from your administrator. It will contain instructions for installing the
Digital ID.

Copwignt £ 1998, Wenmdign, In¢ All Rights Resered

Exit out of the SDN enrollment website now. Within a few hours or 48
hours at most, you should receive an email stating that your digital
certificate request has been approved (see next page). Please do not call
the support line until 48 working hours have passed (404-498-2110 or 1-
800-532-9929). We anticipate receiving many requests for digital
certificates and it will take some time to process them.

Digital Request Approval

Once your digital certificate request (including program activities) has been
approved, an Email will be sent to your account with instructions and a personal
identification number (PIN) for obtaining your digital certificate.

From: coesdnlods . g

Bent: Thueaday, Februsey 21, 2002 2:43 TH
Ta: wedwfodo . gow

Subjecc: Tour Digicaml IF 13 ready

Teaz JOEM DOE,

Your Adsiniatrator has approved jour Digital ID eegueat.

To m==zurse that someopns =lss= cannot obtain a Digacml ID that contains your per=cnal informaticon,
you must cetrieve your [Pigital 1D from A secure welh site u=ing & wnigque Pec=opal Identification
Murbee (PIN) . You can cetcieve your Digival IR by Iolloving chegs aimple stepe;

Srep ir Visit the Digical ID retrieval web page:

htrpE:dfonzite.veri=sign, com' services/CentersforPrssassControlandFrevention0ES RO digical iotenter . hom

Step 2: Eelact Pick-up ID
Step 3: Ik the form, enter your Personal Idescificacion Munber (FIN):
Youc FIN 1s3: 1234006743
Atep d: Follow the inscructions ob che page ©o complete the inscallation of pour Digitel ID,

If you baws any quescions or problems, pleases concact ywour Adwinlstrator by csplying o chis s-mail
mEEEspe,

You must use the same computer and browser to pick-up your digital certificate
as was used to complete the enrollment process. If a different browser or
computer is used, the installation will fail (you will, however, be able to re-attempt
the process using the correct browser and computer at a later time).
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To complete the installation of your digital certificate, go to the URL provided in
the Email notification.

If you manually enter the URL provided in the notification, you must use a secure
HTTP session (i.e., https).

The notification URL will direct the browser to the VeriSign Digital ID Center for
CDC.

Centers for Disease Control and Prevention
OPS/IRMO Digital ID Center

@ ENROLL
Chonss tha aplion bo esnoll f3r @ Clignt Digilal 1D

PICK-UP ID

Chopse this aption i you have enmled for a Dugial (0 bul have not peked i up

SEARCH

Chooss thes aplion to find the ecoed for a Digital ID. This finclion is usefl for determming
whether a Diglal 1De Yaldd, Eepired, or Rewoked, You may ako Dosmicad 10e for thig
apice

@ RENEW

Chopze this aption to renew 3 Cigita! 10 which is mopifing o which has aready scpined. Yau
shoud gensedlly @lan eneseg your Diglal 1D & 12331 eng manth befre your Diglal 1D &
diie A0 axfrs

@ REVOKE

Chonss thea aplioe tooevcke Yous Digial D Dagdal Da shoud be rvoisd immadataly tor
any suspecied compromise, includng lost or slalen private kiys, camuplad key pairs,
change in site rwrership, or suspecied fraud

To obtain the digital certificate, click on the PICK-UP ID option from the menu. A
form will appear that requires the PIN sent in the notification Email.

Pick Up Digital ID

Important: This step must be completed using the same computer used to
submit the enrollment form.

The Personal ldentification Mumber (PIM) is needed to complete this step. It was contained in an =
mail meszage sent immediately afier the enroliment form was submitted.

This was senl by the administratar to the e-mail address enterad in the enrallment famm.

Copy (C1 + ¢] the PIR numbser from the e-mail, paste (Clrl + ) it inlo the box below, and hit
SUEMIT,

After the PIN i= submitted, generating the Digital 1D will take up to three minuies. Do not interrupt
the browser until there iz a responzs

Enter the Personal Identification
Number {PIN): J
The PIM is listed in the confirmation e-mail that
weags senl frarm Lhe administratarn
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Once you enter your PIN, click the Submit button to download the digital
certificate.

If the digital certificate has been successfully installed, a confirmation page with

the details of the certificate will be displayed.

Congratulations!

Tour Digital ID has been successfully generated and installed.

Your Digital ID Information.

Organization = Centers far Disease Contral and Prevention

Organizational Unit = OPS/IEMO

Organizational Unit = www, verisign.comy/repository,/CRS Incorp. by Ref, LIAB.LTDc)
Q5

COrganizational Unit = EmplayeslD - 0000

Organizational Unit = MailStop - Atlanta, Georgia, United States

Title = Epidemiology or Statistics

Common Mame = John Doe

Email Address = sxxx@ode.gov

Serial Number = 022202200002 22022000020220222020

Consult our Help Desk and Tutorials:

Wit our Help Desk to snew our tutonals and other useful informahon
2. Vst our Digital 1D Clenter to find out more about Dhgital IDs and Digital ID services,

Do not print or disclose the information contained in the confirmation—it is for
verification purposes only. The information can be referenced by viewing the
details of the digital certificate from the browser.

Now you are ready to access the HSVMS. This is done through the CDC’s

Secure Data Network (SDN).

Accessing SDN

After you obtain and install the digital certificate, you can access the SDN
website by going to the following URL:

https://sdn.cdc.gov

Depending upon the security level of the digital certificate used to access SDN, a

user prompt may appear.
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— Idertification

i TheYw'el site you wanl bo view requests identification.
! ! Select the cerbficats to use when conneching.

Morelndo.. | View Cetiicate.. |

I]Klllmt.ell

Verify the correct digital certificate is being used and click the OK button to
continue. If a password is required for use of the digital certificate, a second
prompt will appear.

Signing data with your private exchange key!

John Doe I
[T Remember password

[ ok | Cancel | gataug._.]

Enter the password you assigned to the digital certificate (not the SDN challenge
phrase, unless the same password was used. After entering the password, click
the OK button to continue.

After prompting and/or authentication of the digital certificate, the SDN challenge
phrase screen will be presented.
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I Seenire Dara Merwork

Enter Challenge Phrase

Please enter your challenge plrase:
ok

Fiorqot your challenge phvasa? Click horg

Enter the challenge phrase you created when enrolling as an SDN user. After
you enter the password, click the OK button to continue.

If you lose or forget the challenge phrase, you can establish a new one by
clicking the link provided and entering a replacement. If you request a new
challenge phrase, all activities will be disabled and you must be re-approved by
the appropriate program administrator.

Once the challenge phrase has been verified, the main SDN page will be
displayed providing a list of all available activities. Choose Hospital Vaccine
Safety Monitoring (HSVMS) from the list.

CDZ Becure Data Nevsork

Available Activities

Hospital Smallpox Vaccine Monitoring System

HZ WS

Secure Data Mebwork

s
Update Challengs Phrase

Update Personal nfoomation

You will be presented with a Facility login screen to enter the facility password
that was created upon enroliment to HSVMS.

Enter the facility password, click on Login, and the HSVMS main menu will be
displayed.
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a Main Menu-Hospital Smallpox ¥accine Monitoring System - Microsoft Internet Explorer

Fie Edt Wiew Favorites Took Help ‘ﬁ
i Back » = - @ i | @Search [3] Fawarites @Media ®| [%v Shoiw - I

Addess éj hittps: v neid cdo.govihavmshsvms. asp j f‘)GU Links
G(’J:.'-glﬁ‘vl j B Searchweb G Cearch e | Fagehank ¥ Pt o - [yln’ = Pt
n (DC Home |Search

Health Topics A-Z

Hospital Smallpox Vaccine
Monitoring System
for Facility: HIP

Data Entry

Enter new Healthcare worker

Follow-up previously entered worker

Reports

Search Form

This page last reviewed Decernber 1, 2002

HEWMS Home | Smallpos Home

Diwizion of Healthcare Guality Promotion j

€l |_|_|_é_i@ Intemet
iilﬁlarl| |4 & BPTEO L HI@HainHenu-Huspita_._ D RobaHELPHTML-HS.| (1 745

If you have any questions or problems with HSVMS, please contact DHQP at 1-
800-893-0485 or 404-498-1250. You may also send us an email:

For help with enrollment: HSVMSenroll@cdc.gov

For help with the software or for content questions after enrolling:
HSVMSsupport@cdc.gov
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